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1. Background

The Amman Stock Exchange (ASE) is planning a strategic upgrade of its core firewall infrastructure to
ensure continued vendor support, strengthen cyber resilience, and align security capabilities with
ASE's recently upgraded core network. Currently, ASE operates two (2) FortiGate 3700D firewalls at
the Main Site, deployed as Core Firewalls in a High Availability {HA) Active/Passive configuration to
provide stateful inspection and enforce segmentation controls between internal network zones. In
addition, the DR / HBC site currently relies on a single (1) FortiGate 1500D firewall to support
continuity and failover operations; this device is deployed as a standalone unit {(non-HA).

While the existing FortiGate 37000 and FortiGate 1500D platforms remain operational and supported
at present, they are in the later stages of their product lifecycle and are approaching future end-of-
support milestones. As these lifecycle milestones draw nearer, the availability of ongoing firmware
updates, security patches, and feature enhancements will eventually diminish, which can increase
operational risk and reduce the organization’s ability to respond effectively to evolving cyber threats.
ASE therefore intends to execute this upgrade proactively, ahead of any support limitations, to avoid
forced migrations and ensure continuity of security operations.

In 2024, ASE completed an upgrade of its core switching infrastructure, introducing 40Gbps interfaces
and Fabric Connect technology. This enhanced core network is now an established foundation of ASE's

* production environment and requires a corresponding upgrade of the core security layer to ensure
seamless integration, sustained high throughput, low latency, and a scalable architecture to support
future growth. Accordingly, this RFP seeks to procure and implement next-generation core firewall
solutions with high port density (including multi-gigabit and 10Gbps/40Gbps connectivity), strong
forwarding and inspection performance.

As part of this initiative, ASE will also replace the existing FortiAnalyzer 800F platform to ensure
continued support and enable centralized security logging, analytics, reporting, and visibility for the
upgraded firewall infrastructure across both sites.

The scope of this modernization includes:
e Two (2) new Core Firewalls at the Main Site to replace the FortiGate 3700D HA pair and
maintain HA Active/Passive operations.
e Two (2) new Core Firewalls at the DR / HBC site to replace the standalone FortiGate 1500D
and introduce HA Active/Passive resiliency.
* One (1) new FortiAnalyzer platform to replace the FortiAnalyzer 800F and integrate with both
sites for centralized logging and reporting.

2. Implementation Considerations

Due to the sensitive nature of this upgrade and the fact that work cannot stop at the ASE for any
reason, installation and testing must be coordinated after trading hours and during weekends. The
ASE trading hours are 5.30 am to 1:30pm, Sunday through Thursday.
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3. Existing Devices

Table {1) below shows the brand of the current devices:

Item : Model | Details |
Core Firewall FORTINET
FortiGate 37000 | HA Active/Passive
Core Firewall | FORTINET
f —  FortiGate 3700D
WAN Firewall FORTINET
FortiGate 1800F | HA Active/Passive
WAN Firewall FORTINET
i. FortiGate 1800F
Internet Firewall Main site ~ FORTINET
FortiGate 400F | HA Active/Passive
Internet Firewall Main site | FORTINET
B FortiGate 400F =
Internet Firewall DR site FORTINET
FortiGate 400F
DR Core Firewall FORTINET
FortiGate 1500D |
FortiAnalyzer FORTINET | |
FA 800F

Table {1): Brand of the current devices

Note: The distribution of the existing firewall devices will be discussed during the site survey.

Amman Stock Exchange
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The ASE network core is secured by two FortiGate FG3700D appliances deployed as the primary
security enforcement layer, These firewalls operate in an Active-Passive High Availability (HA) cluster
with session pickup enabled, ensuring seamless failover and uninterrupted traffic handling during
hardware or software events.

The FG3700D cluster functions as a core data center routing firewall, managing traffic between
internal network segments through extensive static routing, with over 315 static routes configured.
This approach provides deterministic and controlled traffic flow across internal environments,
upstream security layers, and service networks.

Destination NAT is implemented exclusively through Virtual 1Ps (VIPs), which are used to publish
internal services for inbound access while preserving the original source addressing model.

Security enforcement is achieved through a highly granular rule base of more than 2200 firewall
policies, enabling strict segmentation between VLANSs, application tiers, and host groups. These
policies ensure deep inspection and controlled communication aligned with ASE’s security posture.

To support high-bandwidth requirements, the FG3700D utilizes 802.3ad {LACP) link aggregation,
where each aggregate interface consists of two physical ports mapped to the same network
processor. This design ensures efficient hardware offloading, maximizing throughput and minimizing
latency across core traffic paths.

All ASE-hosted services are published centrally via VIP configurations on the FG3700D cluster, making
it the primary enforcement and access control point for inbound connections.

At the Disaster Recovery (DR) site, a FortiGate FG1500D firewall is deployed and connected to the
core FG37000 cluster via dark fiber links. The FG1500D operates in a standby capacity, ready to
assume routing and security responsibilities during a site-level failure.

It is important to note that there is no automatic synchronization of firewall policies or routing
configurations between the FG3700D cluster and the FG1500D. Configuration alignment between the
primary and DR firewalls is maintained manually or through administrative procedures, which
introduces a dependency on operational processes to ensure consistency.

All firewalls, including both FG3700D units and the FG1500D, are integrated with a FortiAnalyzer 800F
platform for centralized logging, monitoring, and analytics. The FortiAnalyzer is connected exclusively
through the management network, receiving logs over secure channels without participating in data
plane traffic. It provides comprehensive visibility, event correlation, reporting, and forensic
capabilities across both the primary and DR environments.

Overall, this architecture establishes the FG3700D HA cluster as a high-performance core routing and
security platform, leveraging static routing, VIP-based service publishing, and granular policy
enforcement. The FG1500D ensures disaster recovery readiness, while the FortiAnalyzer 800F delivers
centralized visibility and operational insight, supporting a resilient and scalable security framework.
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4. The new requirements devices (QTY 4x Fortigate NGFW, QTY 1x

FortiAnalyzer)

4.1 List of items required:

4.1.1 QTY (2} FortiGate Core Firewall FG2600F (Replacing FG 3700D) for the HQ site, each

with the following specs:
UNIT SKU

ASE Core Firewall

FG-2600F

FC-10-F26HF-928-02-36

FN-TRAN-SFP+SR

FortiGate-2600F
FN-TRAN-QSFP+5SR

FN-CABLE-SFP28-5

FN-TRAN-SFP+LR

Amman Stock Exchange
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Description

4 x 100GE/40GE QSFP28 slots, 16 x 25GE/10GE
SFP28 slots, 16 x 10GE RJ45 ports, 2 x 10G SFP+
HA slots, 2 x 1G MGMT ports, SPU NP7 and CP9
hardware accelerated, and dual AC power supplies

Advanced Threat Protection {IPS, Advanced
Malware Protection Service, Application Control,
and FortiCare Premium) [Three years]

10 GE SFP+ transceiver module, short range 300m,
LC connector, MMF, 850nm, 0°C to 70°C, for
systems with SFP+ slots. including all required
cables.

40 GE”QSFP+ passive direct attach cable, 5m, -40°C
to 85°C, transceivers included, for systems with
QSFP+/QSFP28 slots ,connected to Extreme Switch

25 GE SFP28 Direct Attached Cable {DAC), 5
meters to be connected to Extreme Switch

10 GE SFP+ transceiver module, long range 10km,
LC connector, SMF, 1310nm, 0°C to 85°C, for
systems with SFP+ slots, including all required
cables.

Note: A site survey is required to confirm the
appropriate LR fiber cable type and requirements.

Qty

2
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4.1.2 QTY (2) FortiGate Core Firewall FG2600F (Replacing FG-1500D) for DR Site. Each with the
following specs:

UNIT Description Qty

ASE Core Firewall

FG-2600F 4 x 100GE/40GE QSFP28 slots, 16 x 25GE/10GE 2
SFP28 slots, 16 x 10GE RM45 ports, 2 x 10G SFP+
HA slots, 2 x 1G MGMT ports, SPU NP7 and CP9
hardware accelerated, and dual AC power
supplies

FC-10-F26HF-928-02-36  Advanced Threat Protection {IPS, Advanced 2
Malware Protection Service, Application Control,
and FortiCare Premium} [Three years]

FortiGate-2600F
FN-TRAN-SFP+SR 10 GE SFP+ transceiver module, short range 300m, 30

LC connector, MMF, 850nm, 0°C to 70°C, for
systems with SFP+ slots. including all required
cables.

FN-TRAN-SFP+LR 10 GE SFP+ transceiver module, Iorig range 10km, 2
LC connector, SMF, 1310nm, 0°C to 85°C, for
systems with SFP+ slots. including all required
cables.

4.1.3 QTY (1) Forti Analyzer Centralized log & analysis appliance (Replacing FAZ-800F) for HQ
Site with the following specs:

LNIT 5KU Description Oty
FortiAnalyzer
Centralized log & analysis appliance - 4x 1
FAZ-810G GE RI45, 2x GE SFP, 16TB self-encrypting
FortiAnalyzer-810G storage, up to 200 GB/Day of Logs

FC-10-AZB1G-247-02-36  FortiCare Premium Support [Three years) 1

Note: All cabling requirements, including UTP and other applicable cable types, shall be determined
during the site survey,

Amman Stock Exchange
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4.2 Project timing:

2026

Delivery of the hardware items is expected within 7 to a maximum of 13 weeks from the
issuance of the PO. If delivery takes more than 13 weeks Penalties will be imposed for late
delivery.

Installation and configuration are expected to commence immediately upon receipt of
the equipment in cooperation with the ASE technical team. The vendor must provide a
reasonable estimate of the time required for installation. Due to the presence of an
existing network, any testing or implementation needs to be coordinated after trading
hours and during weekends. The ASE trading hours are from 9.30 am to 1:30 pm, Sunday
to Thursday.

. Warranty and Maintenance

The technical offer must explicitly state a minimum three-year warranty for the hardware
and license, including the FortiCare Premium subscription. The bidder shall replace any
units or components that fail during the warranty period at no cost to ASE.

Local maintenance fees for hardware as a percentage of the purchase price for
subsequent years must be specified in the financial offer, and a draft of the maintenance
contract shall be provided with the financial offer.

The technical offer must explicitly state that any required licenses and their part numbers
will be valid for at least three years.

The financial offer must specify the renewal fees for these licenses for subsequent years
and their part numbers.

The vendor must immediately replace any faulty equipment from their stock. The vendor
must specify whether this level of maintenance is supported and attach the CVs of the
technical personnel and manufacturer certificates for supporting the equipment.

During the three-year warranty period, any new purchase order for any item listed in the
bidder’s offer should be made at the same price offered in the tender without asking for
a new request for proposal for those new items needed.

The bidder shall be responsible for migrating all existing firewall configurations and
security policies to the new firewall platform using FortiConverter, at no additional cost
to ASE. All migration activities, validation, and post-migration tuning shall be fully
included in the offered price.
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6. Bidding documents

¢ Documents should be provided in separate financial and technical envelopes.
* Two original copies of all offers should be provided.

» An electronic format version of the offers must be provided alongside the hard copy
documents mentioned above.

Technical Offer:

¢ The technical offer will address the requirements in section 4.1 in the same order in this
document.

e 24x7 support should be provided.

e The vendor shall supply the documentation of all software/hardware specifications.

e The technical offer shall include more detailed information on the mechanics of the
different software licenses, if any,

¢ The bidder must fill the evaluation matrices in Appendices A and B and attach them to
the technical offer. Additionally, the bidder must fill the financial in Appendix C and attach
it to the financial offer. A reference to the locations of the answers in the product
technical documentation must be provided in those evaluation matrices (e.g., the page
number in the document named datasheet #1, etc.).

o A clear list of references of similar size sites installed by the vendor a) in Jordan
b} regionally of the same size

e The bidder must state the annual fee for maintaining the equipment as a percentage of
the purchase price after the three-year warranty.

Evaluation:
e The offer will be itemized according to the list provided in section 4.1 of this document,
with the cost of each component clearly and separately stated.
e Options (if any) will be stated clearly.
s 24x7 support should be provided.

The evaluation of proposals will be conducted as follows:

¢ Technical Specifications Score: 10%

+ Bidder/Supplier's experience, references, and reputation Score: 50%

e Fipancial Score: 40%
The Final Score will be determined by combining the Technical Bid (60% weightage) and the ]
Financial Bid (40% weightage), resulting in a Total Weightage of 100%. This RFP process will be ]
conducted per the Government Procurement Bylaw no. (8) for 2022, along with any
instructions or amendments issued pursuant to it.
N.B. For any technical inquiries, please use the following e-mails: nsc@ase.com.jo
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Appendix A: Technical Evaluation Matrix (Score 10%)

This evaluation is for (4) Firewalls (HQ & DR Site) and (1) FortiAnalyzer

Please note that providing the required information for each item will not guarantee a total mark but a
passing mark. Additional factors determine the total mark, and extra options may be available.

Item

Product Name & Vendor

: Specify the 6ffereﬁr6cﬂ1cfname &

Requirements

vendor

FG-2600F for HQ Site

| 4 x 100GE/40GE QSFP28 slots,

Comply

|
|

T

Not |
_ Comply

16 x 25GE/10GE SFP28 slots, 16 x 10GE
RJAS ports, 2 x 106G SFP+ HA slots, 2 x 1G
MGMT ports, SPU NP7 and CP9 hardware
accelerated, and dual AC power supplies

FC-10-F26HF-928-02-36 for HQ Site

Advanced Threat Protection (IPS,
Advanced Malware Protection Service,
Application Control, and FortiCare
Premium) [Three years]

FN-TRAN-SFP+SR for HQ Site

10 GE SFP+ transceiver module, short
range 300m, LC connector, MMF, 850nm,
0°C to 70°C, for systems with SFP+ slots.
including all required cables.

FN-TRAN-QSFP+SR for HQ Site

40 GE QSFP+ passive direct attach cable,
5m, -40°C to 85°C, transceivers included,
for systems with QSFP+/QSFP28 slots

FN-CABLE-SFP28-5 for HQ Site

FN-TRAN-SFP+LR for HQ Site

25 GE SFP28 Direct Attached Cable (DAC),
5 meters to be connected to extreme
_Switch

10 GE SFP+ transceiver module, long range
10km, LC connector, SMF, 1310nm, 0°Cto |
85°C, for systems with SFP+ slots,

including all required cables.

FG-2600F for DR Site

4 x 100GE/40GE QSFP28 slots,

16 x 25GE/10GE SFP28 slots, 16 x 10GE
RJAS ports, 2 x 10G SFP+ HA slots, 2 x 1G
MGMT ports, SPU NP7 and CP9 hardware
accelerated, and dual AC power supplies

FC-10-F26HF-928-02-36 for DR Site

Advanced Threat Protection {IPS,
Advanced Malware Protection Service,
Application Control, and FortiCare
Premium) [Three years]

Amman Stock Exchange
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’ltL | Requirements Comply C:rI:::W

! 10 GE SFP+ transceiver module, short |
range 300m, LC connector, MMF, 850nm,
FN-TRAN-SFP+SR for DR Site 0°C to 70°C, for systems with SFP+ slots.
including all required cables.

10 GE SEP+ transceiver module, long range |
10km, LC connector, SMF, 1310nm, 0°C to |
85°C, for systems with SFP+ slots. including |
| all required cables. |
Centralized log & analysis appliance - 4x GE |
RI45, 2x GE SFP, 16TB self-encrypting
storage, up to 200 GB/Day of Logs

FN-TRAN-SFP+LR for DR Site

FortiAnalyzer-810G

Appendix B: Company Profile and References (Score 50%)

B (’.or;pan;r Profile and References

The number of Fortinet Certified Technical
Experts

References inside lordan for similar
implementations {with names and models for
NGFW)

References outside Jordan (regionally) for
similar implementations {with names and
models of NGFW)

|
| Partnership Level{Advanced, Expert Level)

The max implementation period [weeks]
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Appendix C: Financial items {Score 40%)

i oyl ey (Jlal) o yal) 3 dBB) g da | Jlall meadal) Cbta) pusi 0Bl JUI Jadal ol

FINANCE

Description | unit Price Total Price | Total Price with Tax

The total cost of the Fortigate Firewall solution

for HQ Site for a period of three (3) years shall

include all hardware, software licenses,
| warranty, SLA, maintenance, back-to-back
support, and FortiCare services.

The total cost of the Fortigate Firewall solution
for DR Site for a period of three (3) years shall
include all hardware, software licenses,
warranty, SLA, maintenance, back-to-back

The total cost of the FortiAnalyzer solution for
a period of three (3) years shall include all
hardware, software licenses, warranty, SLA,
maintenance, back-to-back support, and
FortiCare services.

Any Additional Iltems Required.

Professional Service cost during project
implementation {if it exists)

Note: Post-three-year pricing is requested for future reference only and will not be
considered in the financial evaluation.

Pricing for Local Support, Maintenance, Licensing, FortiCare Premium Subscription, and Back-to-
Back Support After the Initial Three (3) Years

Local Support price after three years as a fixed
price or variation percentage.

Please provide us with the maintenance,
support, and license, including the FortiCare
Premium subscription and Back-2-Back price
after three years as a fixed price or variation
percentage.
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